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O yem NOUAET peyb

*  OduumanbHas JOKYMeEHTaLUA

* JobaBneHune HOBbIX To4eK aoctyna IAP

* O6Hosnenune NO Touek goctyna IAP

* KonBepTauus IAP = Controller Based AP

*  WHTerpauuna IAP c KommyTtatopamu MAS
— [logpepKa npoTtokona LLDP
— Auto-PoE Priority
— AP Rogue Enforcement
— GVRP

*  [emo
1) JobasneHne HoBoOW |IAP
2) O6HoBneHue MO
3) KonsepTtauusa IAP = Campus AP
4) WuTterpaums ¢ MAS: PoE Prioritization
5) WHTterpauma ¢ MAS: GVRP
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Aruba Instant
OdunumanbHaa AOKYMEHTaLUA




OdunumanbHaa AOKYMeHTaLMA
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* Aruba Instant Release Notes
* Aruba Instant Quick Start Guide
* Aruba Instant Access Point User Guide

* Aruba Instant Access Point Installation Guide

* Aruba Instant CLI Reference Guide

* Aruba Instant MIB Reference Guide

* Aruba Instant Syslog Messages Reference Guide
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[Mpouecc 4obaBNEHNA HOBbIX TOYEK AOCTYNaA

Auto Join Mode BKNIOYEH:
[MOUCK BMPTYaNbHOro KOHTpOAEpa
MNogkntoyeHme K Hemy
IAP nonyyaet KOHUrypauuto 1 rotosa K paborte

Auto Join Mode BbIK/1IOYEH:
HoBas Touka noAaBuTca B 3aknaake Access Points
Nma (MAC) IAP BblaeneHo KpacHbIM
TouKa aonKkHa 6bITb A06aBNEHA BPYYHYHO

L) 3 Access Points

Mame Clients
d3:c6:cd:c9:62:81

d8:c7:c8:c4:42:98 0
d8:c7:c8:c7:51:99

N S

BkA/BbIKA auto join mode

Yepes GUI

1. System—> General = Show advanced
options

2. Auto join mode: Enabled (Disabled)
3. Haxkatb OK

Yepes CLI

(Instant AP)(config)# allow-new-aps (no ...)
(Instant AP)(config)# end

(Instant AP)# commit apply

Bonee nogpobHaa nHpopmauua npusoautca B User Guide B pasagene Initial Configuration Tasks
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Aruba Instant
O6bHosneHune MO ToueKk goctyna IAP




O6bHoBneHue MO

ABTOMATUYECKUN PEXUM

1) Odoctyn B UHTEpHET

2) Maintenance>Automatic>Check for New Version.
3) Upgrade Now

4) TouKa AoCTyna nepe3arpyKaercs

5) TlotoBo! BCE TO4KM 0OHOBEHDI

Bpy4Hyto
- Yepes GUI = pasgen Maintenance = Firmware - Manual
- Yepes CLI

Bonee nogpobHaa nHpopmauuna npmsoautca B User Guide B pasaene IAP Maintenance
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Aruba Instant
KonsepTtauua IAP - Controller Based AP




KoHBepTauma B ynpaB/ieHUe KOHTPOA/IEpOM

1) Bknagka Maintenance

About | Configuration | Certificates | Firmware | Reboot | Convert

2) YKa3aTb hostname’ Fu“y | Convert one or more Access Points to:
. pe . iC AP d by a Mability Controll j=|
Qualified Domain Name (FQDN) PR LS ISt o 8 LOR, SRR
Hostname or IP Address of Mobility Controller:
nnn IP apgpec |

After conversion, all Access Points will be managed by the Controller specified abowve.

3) Convert Now

Bonee nogpobHaa nHpopmauua npmsoautca B User Guide B pasaene Converting an IAP to a Remote
AP and Campus AP
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UHTerpaumna IAP c kommytatopamm MAS

UHTerpaumna IAP <> MAS

sz

1. Auto-PoE Priority
2. AP Rogue Enforcement
3. GVRP Integration

NMoapep)Xka npotokona LLDP
show lldp neighbor

show lldp neighbor interface gigabitethernet <interface> detail
show neighbor devices
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NUHTerpaumna IAP c kommyTtaTopamum MAS

MNoppepxnsaetca Ha S2500 n S3500 (AOS 7.2.0.0 and IAP 3.1)

Mpuopurter PoE ana touek gocryna Aruba
* BK/OYEHO MO YMONYAHUIO
* YBenuuusaet PoE priority low (default) = high

NopasneHune Rogue TouekK aocryna
e LLDP TLV protocol
e Port Administrative shutdown nan MAC Blacklist

NHTerpauma no GVRP gnha obmeHa VLAN
* Ha Trunk nopTtax c BKAto4eHHbIM GVRP
* ABTOMaTu4yecKaa nepegada VLAN ID

(host) (config) #rogue-ap-containment
(host) (rogue-ap-containment) # enable

|
(host)(config)# gvrp
(host)(Global GVRP configuration)# enable
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NHTerpaumna Instant n MAS

I'Io,u,p,emea CO CTOPOHbI TOYHEK A0CTYMNa

Dashboard x/ MrHoBeHHbIA x \+

(' W https://10.0.0.86:4343/#home
TrarTormD DE

| Cuctema

networks Obume | AOMUHUCTPATOP

*5; 2 CeTen
Mra Knug | WUma: |In5tant—CB:lB:3C
Aruba )
) MeCTonoNoKeHUe CUCTEMBbI: |
instant 1
Cozfate IP BMPT. KOHTpOMnepa: |0.0.0.0
= Instant-CB:1B: pgunamuueckuii npoken-cepsep RADIUS: | BhIKJ1. E
Info
WHdopMaLms MAS WHTErpauma: [ Beikn, -]
Vmsi: Ir Mame: Instant Controller
o3 T | LTESEEREEEE BLIKJI. Country code: IN
IP BupT. KOHTPONNepa: 0 | BpemeHHas 30Ha: | International—Date—LineE V!rt”al Controller IP:  0.0.0.0
Airwave Server: -1 AlrrWave IP: 192.0.2.1
Airwave Backup Server: - | MPeAnouMTaeMbIf AnanasoH: | Bee [x] AirWave backup IP:  10.18.103.1
Airwave Prov Backup: - Band: All
Master: 10.17.101.1
OpenlDNS status: Mot connected
| MAS integration: Enabled |
Uplink type: Ethernet
Uplink status: Up
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GVRP — Mpumep HAaCTpOMKKM TOYKK AOCTYyNa

New WLAN

T wian settngs B

Client IP 8 VLAN Assignment

Client IP assignment: (:)Vir’(ual Controller assigned
(=) Network assigned

Client VLAN assignment: () Default
(@ Static

~ n
(_)Dynamic

I\.I'LAN 1D: 1 ]

Back

Next Cancel
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GVRP — lMpumep HacTponkn kKommyTtatopa MAS

WLAN registration wherever
e the GVRF POUs are received R
[T : : e
l | =
LX)

b
IAR 1 5510 WLAN 11

AP 2 5510 YLAN 11

interface-profile switching-profile "TRUNK"
switchport-mode trunk

|

interface-profile poe-profile "poe-factory-initial"
enable

|

interface-profile lldp-profile "lldp-factory-initial"
[ldp transmit

lldp receive

med enable

|

interface-profile gvrp-profile "IAP-MAS"
enable

!

gvrp

enable

|

interface gigabitethernet "0/0/2"
gvrp-profile "IAP-MAS"

switching-profile "TRUNK"

lldp-profile "lldp-factory-initial"

IAP & MAS Integration Features 8
poe-profile "poe-factory-initial"

|
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GVRP — [ilnarHoctnyeckne KomaHAabl

(host) #show vlan
VLAN CONFIGURATION

1 VLANOOO1 GEO0/0/0-23 GEO/1/0-1
500 GVRP VLAN GEO0/0/2
510 GVRP VLAN GEO0/0/2
520 GVRP VLAN GEO0/0/2

(host) # show gvrp interfaces
Interface GVRP info

gigabitethernet0/0/2 Enabled Normal
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Rogue — [ilnarHoctnyeckne KomaHabl

(test S3500-48P) # show port-error-recovery

Layer-2 Interface Error Information

Interface Error Error seen time Recovery time

GE0O/0/36 Blacklisted device detected 2015-04-10 10:33:11 (PST) 2015-04-10 10:38:10 (PST)
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Cxema nabopaTtopHoro creHaa

!
service dhcp
|

ip dhcp pool "AP10"
network 10.0.0.0 255.255.255.0 Aru ba MAS 3500
default-router 10.0.0.1
vendor-class-identifier ArubaAP

!

!

vlan "10"
description "AP"

!

interface vlan "10"
ip address 10.0.0.1 255.255.255.0

!

interface-profile switching-profile "trunk"
switchport-mode trunk
access-vlan 10
native-vlan 10

!

!

interface-profile gvrp-profile "enable-gvrp"
enable

!

interface gigabitethernet "0/0/2"
switching-profile "trunk (N ____

gvrp-profile "enable-gvrp" Il Default DHCP Pool
|

|
| I
interface gigabitethernet "0/0/12" 172.31.98.0 /23 II

switching-profile "trunk"
gvrp-profile "enable-gvrp"

SSID: aruba_test
Vlan ID: 10

COTOOOCTOOO
1
SSID: aruba_gvrp IAP#1 (IAP-135) WiFi .203

VLAN ID: 50 (gvrp)

Serial
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