.JII/I].[CH3I/IOHHbIe yciaoBusi
B oTHomienunu IO Positive Technologies

Hacrosimume yciioBusi pacnpocTpansiiorces Ha ciaenyromiee [1O:

- XSpider

- MaxPatrol

- Cucrema MHOTOIIOTOYHOM mpoBepku (aitnoBsix pecypcos Positive Technologies MultiScanner
- Positive Technologies Application Inspector

- PT Industrial Security Incident Manager

- Cucrema 3aIIuThl MPHIOKEHHH OT HECaHKIMOHHpOBaHHOTO goctyma Positive Technologies
Application Firewall

- Positive Technologies Network Attack Discovery

- MaxPatrol Security Information and Event Management

- [To3utuB TekHo01KM3 Be1OMCTBEHHBIN LIEHTP

- Positive Technologies Cybersecurity Intelligence

- Positive Technologies Standoff CP

- Komrutekce paHHero BbIsiBIICHHS CIIOKHBIX yrpo3 PT Anti-APT

- Positive Technologies Incident Processing Center

- CucreMa CTaTHYECKOro U AUHAMHUYCCKOI'0 aHajin3a JJIs BBIABJIICHHA BPCAOHOCHBIX 00BEKTOB -
Positive Technologies Sandbox

- PT Knowledge Base

- [TosutuB Texnonomxkus COIITA

- PT Platform 187

JlnneHsuart 00s13aH COﬁJ’IIOIlaTb ciaeayroume yCJaoBMs:
- IIepcaaBaTb HeuckimrounrenbHele IIpaBa Ha 110 KOHG‘IHOMY IIOJIB30BAaTCIIO TOJIBKO Ha
OCHOBAaHHUH Cy6JII/IIIeH3I/IOHHOFO A0Tr0oBOpA;

- mnepenaBaTh HeuckmtouutenbHble npaBa Ha [IO mno cybnuuensnonHomy Koneunomy
MOJIb30BATENI0 10 CYOJHUIEH3HOHHOMY JIOTOBOPY MCKIIIOYMTEIbHO B O0beMe MpaBa Ha
BocnpoussenaeHue [10, orpaHnueHHOro MpaBoM 3anucu (MHCTAJUISIUMN) U 3aITycKa, BKIIIOYasi BCe
JIMLIEH3UOHHBIE OTPAaHUYEHHUS U 3aIIPETHI;

- HOpCAOCTaBJIATH CBCIACHUA O Koneunom moinbp3oBaTese (HaI/IMeHOBaHI/Ie, TCJ'IG(I)OH, e'mail,
KOHTAKTHBIC JaHHBIC IMTPCACTABUTCIIA Koneunoro HOJ'II)SOBEITGJ'I?I);

- nepenasatb Heuckmountenshbie npaBa Ha [1O Tonbko Tomy KoHeuHoMy moib30BaTenio, B
OTHOLLIEHUU KOTOpPOMY JIMIIEH3HMaT peaoCcTaBIsll cBeaeHus JIlunensuapy;

- 00s3ath KoHeuHOro moyb30BaTens CO6J'II-0I[8.TB JJUICH3MOHHOC COTJIalICHHUEC C KOHCYHBIM
IIOJIB30BAaTCIIEM, TEKCT KOTOpPOro mnpeaocCTaBIsACTCA KOH@‘IHOMY IOJIB30BATCIIIO  JJIA
O3HAaKOMJICHHA B COCTABC MHCTAJIJIIIIMOHHOI'O ITaKETa HO,

- MpenycMOTpeTh B Jorosope ¢ KOHEUHBIM NOJIB30BATEIEM €ro COIVIACHE CO CIEAYIOUIMMH
YCIIOBUSIMU (3KBUBAJICHTAMHU YCIOBHUSIMM):

Koneunvlil nonvzosameins npuHuMaem u CO2AAUAemMcs ¢ mem, Ymo 6 npoyecce ucnoavzosanus [10 no ezo
@yukyuonanvuomy  Hasuawenuro  I10  mooicem 6 — agmomamuueckom — pejcume  nepedasamv
Ilpasoobradamenio credyrowue oanuvie:

® cmamucmuueckue OaHHble 00 UCNOIb30BAHUU NPOSPAMMHO20 0bechedenus,

®  JuacHocmuueckas uHpopmayus 0o YCmaHoke NPoSPamMmHo2o obecneyenus;

® cmamucmuyeckue 0aHHble 0 HACMPOUKe NPOOYKMA,

®  MempuKu COCMOSHUS U MPACCUPOBOYHYIO UHPOPMAYUIO CUCHIEMDBL,



obe3nuyeHHble MemadanHble KOMNbIOMEPHbIX AMAK;

MemaoanHble hainos, KOHMPOJIbHbLE CYMMbL U PE3yIbmambl AHAIU3A PaLiios;

«CHUMKUY» COCMOSIHUSL RAMSMU NPOUECCO8;

CMAmMUCMuKa no 0OHAPYHCEHHbIM AMAKAM,

MemauHpopmayus 0 COeOUHeHUsAX U Opyeux 00BeKMax, CEA3AHHbIX C OOHAPYIHCEHHBIMU
amaxkamu,;

UHGOPMAYUsL O HACMPOUKAX NPABUT OOHAPYICEHUS. AMAaK,

® cmamucmuxa no mpagpuxy;

®  MempuKu npou3800UMeIbHOCIU CUCHIEMBbL.

IIpasoobnadamens eapanmupyem, 4mo:

- m0bble danubvie, nepedasaemvie 110 6ydym ucnonvzosamuvcs Ilpasoobradamenem uckiiouuUmenbHo
ona yenei yayyuieHus cmadunvhocmu pabomel 110, KoppexmuposKku aneopumma GulseneHUs.
6PE0OHOCHOCIU U AHATU3A HOBbIX MUNO8 Y2PO3;

- 8 cocmag oanHbvlx, nepedagaemvlx 110, HU npu Kakux oOCMOAMENIbCMBAX HE MOMCem 8X00UMb
KOH@UOeHyuanvras ungopmayus 1mbo nepconanvbivie danHbvle nOIb308ames, TUb0 Mmpemovux auy;
- nepedarHtvle OanHble /Ui ailivl He 6YOym pacKpblmbl MpPembUM IUYAM,

- yenvio coopa OAHHLIX HU NPU KAKUX 0OCMOSMENbCMEAX HE SIAEMCs NOJyYeHUe NePCOHANbHBIX
Odannvix. B cnyuae, eciu 6 cocmase maxux OauHuIX 0yOym nepedanvl NepPCOHANbHblE OAHHbIE,
IIpasoobnadamensv eapanmupyem, umo coeracto nn. 9) n. 1 cm. 6 Dedepanvroco 3aKOHA Om
27.07.2006 N 152-@3 «O nepconanvubix OaHHLIX» makue OamHHvle 0yOym 00pabamvleamscs
UCKTIIOYUNENLHO 8 CHAMUCMUYECKUX WU UCCTIe008aMENbCKUX YesX NPU YCI08UlU UX 003AMeNbHO2O
obesnuuusanus. Takue nepconanvrvie dannvie yHuumodxcaromes Ipasoobaadamenem cpasy nocue
docmudiceHusi yenu ux oopabomku. Hu npu xaxux obcmosmenbcmeax maxue OarHvle He 0yO0ym
UCNOAL306AMBCA OJISL UHBIX Yelell, GKII0UAs NPOOSUIICEHUE MO8apos, pabom, YCiye Ha pulHKe, d
MAK#Ce NOTUMULECKOU AcUmayuu.

Koneunwiil nonvzosamens nonumaem u coenauiaemcs, 4mo 6 npoyecce ucnoavsosanus I10 no ezo
@ynxyuonanvromy naznauenuio 110 maxoce moacem nepedasame llpasoobradamento ¢haiinwi 6
cnedyroujem nopsioxe:
® G ABMOMAMUYECKOM PEdCUME, NPU YCII08UL, YO 8 COOMBENMCMBUL C KPUMEPUIMU, 3A0AHHbLM
Tpoepammuvim obecneuenuem, maxue Gaiivt COOEPIHCAM NPUIHAKU 3APANCEHUSL,
e 1o unuyuamuee noavzoeameins 110 c ucnonvzosanuem unmepetica I10, npedycmompennozo
0J1s1 MaKoul nepeoayu.

Dyukyuu asmomamuyeckol _nepeoaqu _Uun@opMayuy _MONCHO OMKIIOYUMb, 8 3d6UCUMOCU_OMm
IIpocpammnozo obecneuenus, aubo npu 3anucu 6 navamoe IBM (uncmannayuu) Ipozpammnozo
obecneyenus, 1bo 60 epems pabomul Ilpocpammnozo obecneyenusl.

Koneunwiii nonvzosamens npunumaem u co2nauiaemcs ¢ mem, 4mo Oannvle, nepeoasaemvie 110
NOMEHYUATLHO MO2YIM OMHOCUMbCA K UHOpMAYUL, COCMAgasaoweli 20cy0apcmeeHnyio mainy. B
cnyuae yemanosku aubo ucnonvszosanus 110 no eco npamomy @yukyuonanvnomy Komneunwiii
nob3068amenb 00A3yemcs OMKIOUUMb U/UNU He GKI0UAMb QYHKYUU A8MOMAMUYecKoll nepedayu
ungopmayuu npu ucnonvzoganuu 110 6 cucmemax, 6 omHOWEHUU KOMOPLIX OAHHbIE, MOZYM
OMHOCUMBCS K UHPOPpMAYUY, COCABASIOUEl] 20CYOAPCMEEHHYTO MAUHY.

Ilpasoobraoamens umeem npago packpvleamv HOAYYEHHble OAHHbIE MPEMbUM  JTUYAM
UCKTIIOUUMENILHO 8 00e3TUYeHHOM 8Ude, MO eChlb He COOePHCAUUMU NEePCOHATLHBIX OAHHbIX AUOO
KOHGhuoenyuanbHou ungopmayuu. Jluyensuap capanmupyem, umo nepedantvie Oanuvie e 6yoym
PACKPbIMbL MPEmbUM TUYAM 8 UHOM NOPSIOKe, KPOME 02080PEHHO20 HACMOAWUMU YCIOGUIMU.

- JlnnmeHsmar He MMeeT IpaBa CIaBaTh B apeHay, TupaxupoBarb [IO ¢ menpro momydeHus
KOMMEPUYECKOM BBITOJIbl MIIM MPUOBLIH, UCTIOIBb30BaTh 11O 11 mpeaocTaBieHust yCIyr TpeTbUM
JMIIaM, B TOM 4KcCJie Ha 0€3BO3ME3/THOH OCHOBE.



Jinnen3uar o0s3aH goBecTH 10 cBeaeHns KoHeunoro mnojan3oBarteisi, a KoHeYHDIH
MO0JIL30BaTe/Ib J0JI7KeH COOJTI0IATD CileAyIolHe YCI0BUS:

- KoHeYHBIM TMOJB30BaTENb BIpaBe wucHoyb3oBarh [IO Toapko Ha Tepputopunn PO u
UCKJTIOYUTENBHO B NMEPHO/I (CPOK), Ha KOTOPBIN IMPEeI0CTaBIeHO MpaBo ucnoib3oBanus [10;

- KoHeuHbIil 1mosIp30BaTens HE BIpPAaBE CaMOCTOSITEIHBHO MOAM(PHUIIMPOBATH, JEKOMITHIMPOBATH,
aJlanTUPOBaTh, BHOCUTh U3MEHEHHUS B UCXOAHBIA KOJ, BOCCTaHABIMBATh UCX0oHbIN koA 110, 3a
HCKJIIOUCHHEM CITy4aeB, YCTAHOBJIEHHBIX 3aKOHOAATEILCTBOM PD;

- KoHeuHBIi N01p30BaTENb HE UMEET NIpaBa CAaBaTh B apeHAy, IPOJaBaTh, IEPEJaBaTh TPETHUM
munam, Tupaxkupoath [10 ¢ nenpio nosyueHuss KOMMEPUYECKOM BBITO/IBL;

- Koneunslii mosb30BaTens BIipaBe uCnoib30Bath [10 ToabKO 17151 COOCTBEHHBIX HY k1. KOoHEUHBIH
I10JIb30BAaTENNb HE UMEET IIpaBa MCNonb30BaTh 110 nis npenocraBieHus yciayr TpPeTbUM JIULaM, B
TOM 4Hcje Ha 0€3B0O3ME3JHOM OCHOBE;

- KoHeuHEIH 10JH30BaTEIIb MNpUHUMACT MW corjjamactca C YCIOBHAMHU JIMICH3WMOHHOI'O
corjralmiCcHusA € KOHCYHBIM II0JIB30BATCIIEM, TCKCT KOTOPOro IMIpcaoCTaBIIACTCS KOHG‘IHOMY
IOJIB30BATCIIO JJId O3HAKOMJICHHA B COCTAB€ HMHCTAJIIALIMOHHOI'O ITAaKETa HO, a TakKXKE JaTb
CcorjlaCue Ha YCIOBHA ICpeaavyu HaHHBIX B aBTOMATHYCECKOM PCIKHUMC HpaBoo6naI[aTen10,
YKa3aHHBIC BBIIIC,

- B cniyuae napymenust KoneunsiM nosnb3oBaTesieM JIMLIEH3UOHHBIX ycinoBuid [IpaBoobnanarens
BIIPaBE€ HE BBIINOJHATH rapaHTHiHble oOs3aTenbcTBa B OoTHOmIeHUMH 10, mo xoropomy Obuin
BBISIBJICHBI HAPYILIECHUS.



