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JIMUEH3WOHHOE COIJIAINIEHUE C KOHEYHBIM I10J/Ib30BATEJIEM
OB UCITI0JIb30BAHUU ITPOTPAMMHOTI'O OBECIIEYEHUA (I10)

JlaHHOe JIMIIEH3WOHHOEe corJalieHue (zajee - «J/IMIEH3WOHHOE COTJIAlleHUe») SIBJSIETCS JIOTOBOPOM
NPUCOE/IMHEHUS], 3aK/II0YaeMblM B YIPOIIEHHOM IMOpPsiIKE B COOTBETCTBUU C MyHKTOM 5 cratbu 1286
['parkmaHckoro kozaekca Poccuiickolt @efiepaniuy Mexxay mpaBoobJIaZaTesieM U noJib3oBaTesieM [10.

JIto60e 1croJib30BaHHeE M0JIb30BaTEIEM 10, B TOM yUCJIe HAX)KAaTHE KHOMKHU NMOATBEPNKAEHHA COIJIaCHUA B OKHE
C TEKCTOM I[I/IL[eHSI/IOHHOFO CorJialieHHud UJIK BBOJ COOTBETCTBYIOLIETO CI/IMBOJIa(-OB) Ha aTale l'[epBI/I‘-IHOI‘/JI
dABTOpPU3allUKM I10JIb30BaTeJId B 00JIa4HOM I10JIb30BaTEJIbCKOM I/IHTep(beﬁce HO, O3Ha4daeT II0JIHOe
6630FOB0p0‘{H06 corJiaCHve 1moJib3oBaTeJid ¢ yCJIOBUAMU .}II/ILleH3I/IOHHOFO corJialmeHusd.

B ciyyae HanmuuMs [1OroBOpa, KOTOPBIM SIBJSETCS OCHOBAaHHMEM IPEOCTABJIEHHS MOJIb30BATEJIIO MpaBa
ucnoJsibzoBanus [10, ycioBus ucnosab3oBanud [10, M3/10’KeHHbIE B TAKOM JJOTOBODE, B CIy4ae pa3HOIJIACHH €
noJio’KeHUusIMU  JIMIEH3MOHHOTO  COrJIAlleHHUs, SBJSIOTCS  [PEeBAJUPYIOIMIMMU  HaJ  YCJIOBUSIMU
JINIeH3NOHHOTO COrJIalleHUS.

Eciu nmosib3oBaTesib He COTJIACEH C YCAO0BUSAMHU JIMIEH3UOHHOTO COTJIALIEHUS, TO OH JOJDKEH MPEKPaTUTD
JaJibHeHIIee ucnoJib3oBaHue I10.

Onpepeenus

AKTMBamusa - MOMEHT INepBUYHOM aBTopu3anuu [losb3oBaTesnss Ha BeG-mopTasne (ycTaHOBJIeHHE
[lonb3oBaTesieM MapoJisi K ero y4yeTHOW 3amuMcud Ha Be6-mopTase, CChbUIKY Ha JOCTYN K KOTOpPOH
[IpaBoo6ajaTenb Hanpas.seT [loab30BaTesI0 M0 371eKTPOHHOM 10YTe).

Be6-mopTasm - 006Ja4HbI  MoJsib30BaTeNbCKUH HHTepdeiic 10, pacnosiokeHHbIA 10  ajpecy:
https://sso.f6.security/, Heo6xoauMbli [losib30BaTeNI0 A/ OCYIIECTBAEHUSI TEXHUYECKOH BO3MOXXHOCTH
rcnosb3zoBanus [10.

JloroBop - JINIIeH3WOHHBIN JIOTOBOP UJIM HHOU 10TOBOP, KOTOPBIH SIBJISIETCS OCHOBAaHHWEM IPe/l0CTaBIEeHUS
[Tonp3oBaTesito mpaB Ha ucnoab3oBaHue [10, 3aksoueHHbId ¢ [IpaBooG/aZiaTesIeEM WU HWHBIM JIHIOM,
HMMEIOLIHUM MPABO 3aKJIIYaTh yKa3aHHbIe /loroBophI U Mepe/laBaTh NpaBa ucrnosib3doBanus [10.

O6HoOBJIeHME(-51) - BCe yJIyUllleHHs], UCTIPaBJEHUS, pacliupeHus u/uau moaudukanuu I10.
I10 - nporpamma j11 IBM «F6 Threat Intelligence»?.

MMosb30BaTesb - GpU3HUECKOe JIML0, KOTOPOe HCIOJIb3YyeT HAa 3aKOHHBIX OCHOBaHMsAX [I0 oT cBoero Jsnna
(MMeHH), UJIM OT UMEHHU HPUANYECKOTo JKIa paboToaaTess (MM Ha OCHOBAHUM 3aKJIOYEHHBIX C TAKUM
I0PUANYECKUM JIMLOM TPaXK/JaHCKO-IIPABOBbIX J0OTOBOPOB).

IlpaBooGuagaTesb - AO «Byayiiee», o6J1a/jamolliee HCKIOYUTENbHBIM NTpaBoM Ha [10.

PykoBoacTBo Iloab3oBaresa - conpoBoauTesbHble Marepuanbl K I10, gmoctynnble Ilosib3oBaTenio B
3JIeKTPOHHOM BH/le Ha Be6-nopTasie, npaBoo6asaTesieM KOTOpbIX ABasgeTcs AO «byayiee».

CorsamieHre 00 ypOBHe OGC/IY:KMBAHHUS - JOKYMEHT, PEryJMpyloIIMH YCJ0BUSA O CpPOKax, NOpsJKe
npejocTtaBjeHus I[lpaBoo6sagareseM rapaHTUHoOro ob6cayxuBaHusa I10 un ycnoBusa gocrynHoctu I10.
Corslamiene 06 ypoBHe OOGCIYKMBaHMS  pacnosioxkeHo B ceTH HHTepHeT 1mo  ajpecy
https://ti.f6.security /hc/sla, u sBAsIeTCA HEOTBEMJIEMOM YacThI0 JINIEH3MOHHOTO COTJIallleHHUSI.

AxtuBanus I[10. Ucnosib3oBanue 110

[Tosib30BaTEJIO TPEIOCTABISIETCS MPABO UCIOIb30BaHus [10 Ha yc/l0BUSX NMPOCTONU (HEUCK/IHUYUTETBHOM)
JIMLleH3WH/ 6e3 NpaBa CybJIMIeH3UPOBaHUsI, HAUMHAs C MOMEHTA AKTHBAIIMH U B TEUEHHE CPOKA, YKA3aHHOTO
B COOTBeTCTByMWolUeM /JloroBope (NMpHW Ha/JW4YWM IOCJEJHETO0), JUOO CPOKa, OTOGPakaeMoro B JIMUHOM

1 AnbpTrepHaTHBHble HauMeHoBaHuA I10: F6 TI, BYAVILEE TI, BY/IYIIEE Threat Intelligence, Threat Intelligence, T], TI&A, Bot-Trek Intelligence, Threat
Intelligence & Attribution.
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kabuHeTte [losb3oBaTesiss Ha 866-HOpTaJIe, Inpyu yCJI0BHUH CO6III'0,ZL€HI/IH BCeX TEeXHHN4YECKHUX Tpe60BaHHI>i,
OIIMCAaHHBIX B PYKOBO,E[CTBG [losib30BaTesIsA, @ TakXKe BCeX yCJIOBI/If/'I vcnoJib3oBaHus I10 u OI‘paHI/I‘{eHI/II‘/JI,
YKa3aHHbIX B f[I/II_leHSI/IOHHOM CorJlaieHUuH" 1 [lOl"OBOpe.

[Tosib30BaTe IO IPEIOCTABISETCS TPaBO UCHoJb30BaTh [10 ciefyoomuMy cnoco6amMu: BocnpousBeaenue [10
yepe3 ceTb MHTepHeT (ocylecTBjeHUe yaaseHHOro aoctyna K I10) B messx ucnosib3oBaHus 10 mo ero
GYHKLIMOHA/IbHOMY Ha3HA4Y€HHUIO.

Cpok, paspelleHHass TeppUTOpUs HucHosb3oBaHUs [10, a TakkKe YyCJOBUS O BO3HarpakJeHUH
yCTaHABJIMBAKOTCS B COOTBETCTBYIOIIEM JloroBope.

[Tocne AKTI/IBaLU/II/I [10 IMoab3oBaTeN 10 npeaocTtaBsideTcd BO3MOXHOCTb B T€4Y€HHUE CPOK4d, YKAa3daHHOI'O B
COOTBETCTBYIOLIEM I,Z[OI‘OBOpe, 160 CpOKa, 0TO6pa)KaEMOI‘O B JIMYHOM KabuHeTe [losib3oBaTesisi Ha Be6-
nopraJie, noJy4daTb OT l'[paBoo6na,anenﬂ B ABTOMATH4Y€CKOM pEXHME 4epe3 CEeThb I/IHTepHeT O6HOBJIEHUS
[10 o Mepe UMX BbIX0/ia, a TAKXe FapaHTHfIHOE O6CJIy}KI/IBaHI/Ie B COOTBETCTBHHU C pa3jiejioM 3 f[I/ILleHSI/IOHHOI‘O
corJialmeHHus.

06beM QyHKIMOHAABHOCTH [10 3aBUCUT OT THIA UCNOJIb3yeMOH JIMI|EH3UH, YKa3aHHOTO B JloroBope (mpu
HaJINYMH TNOCTeJHETO0).

[Tonb3oBaTesnb, ucnosbsyowuil I[10, nmpesHasHayeHHOe /[Ji1 O3HAKOMUTEJIBHBIX lLieJied, UMeeT IpaBo
HCnoJib30BaTh [10 TOJIBKO B 11eJIsX, /IJI1 KOTOPbIX OHO 6blJI0 MpeaocTaBaeHo. JIto6oe ucnoab3oBanue 10 s
JPYTHUX LieJied WM 110 3aBeplIeHUH 03HAKOMHUTEJIbHOT0 NepHo/ia 3alpeLieHo.

[lonp30BaTesb 00513yeTCsd 00ECHeYUThb COXPAHHOCTh YYETHBIX [JAaHHBIX (JIOTMHA W TapoJisi) aKKayHTa
[Tonp30oBaTesiss Ha Be6-mopTasie U He MepeaBaTh UX TPETbUM JuLaM. [l0/1b30BaTe/Ib CAMOCTOSITE/IbHO HECET
OTBETCTBEHHOCTb 3a BCe [IEHMCTBUS, OCYIIeCTBJAseMble Ha Be6-mopTase MoJi yYeTHOW 3amMChiO
[lonb30BaTe s,

JlIs1 mpoBepKH NpaBOMepHOCTH Hucrosb3oBaHua [10 [IpaBoo6siafiaTesib BOpaBe NPUMEHATb CpPesCTBa
npoBepKU HaiuuuAa y [losb3oBaTenda auneH3noHHoH konuu [10, a [losib3oBaTesib 0653yeTcs Npe0CTaBUTh
[IpaBoo6.J1a/iaTestio Mo ero 3anpocy JOKYMeHThI, TOATBEPKJAl0IIe TPAaBOMEPHOCTh UcnoJib3oBaHus [10.

TapaHTuUiiHOE 06CaAyKMBaHUE
B paMkax rapaHTuiiHOr0 06caykuBaHus [IpaBoo6iasaTesb 06eCiedYuBaeT:

BoccraHoBsieHHe paboTocrnoco6HOCTH Be6-mopTasia mnpu BO3HUKHOBEHHWM OLIMOOK  (HEMOJAfIoK),
NPEensATCTBYOIMX HaJlexalleMy ero GyHKIIMOHUPOBAHUIO U HOPMa/IbHOMY UCII0JIb30BaHHUIO.

AHaUTUYECKYI0 NMOAJEPKKY C Liesiblo pefocTaBaeHus [losb30BaTessIM OTBETOB Ha UX 3alpOCh], a TaKXKe
npoBeJieHUs IiesieBbix uccaefoBaHui (Request for information - RFI). AnanuTuyeckas mnoajeprKka
OCYLIECTBJSETCA HCKIIOYUTEJBHO B Ipejenax ¢yHkiuoHaabHocTH [10, poctymHoit [losb3oBaTesio B
COOTBETCTBUH C TUIOM JIeWCTBYIOIEH JIUIEH3UH.

B ciiyyae BO3HUKHOBeHMs C60eB M HeNMoJsaJoK B pabore BeG-moprtasa Ilosb30BaTesib MOXKeT HAaPaBUTD
3alpoc yepes JIMUHbIN kKabuHeT [losib30BaTes1s1 Ha Beb6-nopTase nyTeM 3anosiHeHUs1 pOPMbI 06paTHOH CBA3H,
B pe3y/ibTaTe Yero 3alpoC aBTOMAaTHYeCKU perucTpupyercss Ha Be6-moprase. BmecTe ¢ 3ampocom
[Tosib30BaTe b 06513yeTCsl HAPaBUTh JJ0KA3aTeJIbCTBA OLIMOOK (Ipo6sieM) B BU/E JIOTOB UJIM CKPUHLIOTOB,
niy har-daiios u np. B ciydae eciy HanpaB/ieHHe 3anpoca yepes JJMUHbIN KabuHeT [losib30BaTeist Ha Beb-
HopTaJie HeBO3MOXKHO 0 IPUUYKHe c60s1 B paboTe Be6-nopraa, [losb3oBaTe b BIIpaBe HAIPaBUTb 3alPOC

Ha 3JIEKTPOHHY10 noyTy intelligence@f6.ru.

[IpaBoo6.1asiaTesb 06pabaTheiBaeT 3anpockl [1osb30BaTe I U OCYIeCTBJsSET rapaHTUIIHOe 06CIyKUBaHUe B
CPOKH, ycTaHOBJIeHHble CorJialieHueM 06 YPOBHE 00C/1yKUBaHHS.

IlpeaocraBjieHue HPpopMaLUU

B nesidx npeaocraB/ieHUA IIpaBa HCIIOJb30BaHUA HO, obecrneyeHus PIH(l)OpMaLLHOHHOﬁ 06€e30MacHOCTHU
HpaBOO6J’Ia,ZLaTEJIH u [losnb3oBaTesisi Ha Be6-nopTaJ1e, B TOM 4YHuCJIe NIPpeAOTBpAlll€HHUA HEIPaBOMEPHOI'O
AO0CTyIla TPETbUX JIUL K Be6—nopTany, npeaoTBpaleHrud KOMIIPOMETAlH YI€THBIX JaHHBIX [lonb3oBaTesei
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Ha Be6-nmopTase [IpaBoo6iasaTens ¢ MoMeHTa AkTHBanuu [10 o6pabaTeiBaeT B aBTOMAaTUYECKOM pEXUME
cnepyolue cBejienus o llosnb3oBarese:

dbamuus, uMms, oTyectBo [losib30BaTeNs;

e-mail [Tosib30BaTens;

HauMeHoBaHHue JluleH3uara - pabotoaaTtes [losb3oBaTeis;
nerctusd [losb3oBaTesiss Ha Be6-mopTaiie;

yacoBol nosic [losib3oBaTens;

O6paboTKa TMepcoHa/NbHbIX JAaHHBbIX [losib30BaTesst ocymiecTBasieTcss [IpaBoo6uajaTeseM B LeJsX
ucrosiHeHus:  JloroBopa Ha  YCJIOBUSIX,  ONpejiesieHHbIX  [lOJIMTUKOW  KOHQHUEHIUaIbHOCTH
(https://www.f6.ru/policy/).

OrpaHuyeHUs

[lonb30BaTe/ b He BIOpaBe KOMHUPOBAaTh, pacnpocTpaHAaThb [10, JAeKoMOUJIMPOBATh, AU3acceMOJIMPOBATh,
MOAUGUIMPOBATH MJIM BBINOJJHATb IPOM3BO/HbIE PabOThI, OCHOBaHHBIE Ha 10, L[eJIMKOM UM YAaCTUYHO, 33
WCKJ/IIOYEHHEM CJIy4aeB, IpeyCMOTPEHHbIX IPUMEHUMbBIM 3aKOHOAATEbCTBOM.

[Tosib30BaTe b TapaHTUPYeT, YTO 6e3 NMUCbMeHHOro corjacus [IpaBoo6/afaTens He OyZeT OCyLIeCTB/IATD
JIIoOble NMPOBepKH 06e30MacHOCTH, HaNpaBJIeHHble Ha BbIsABJeHHE yA3BHMMOcTell Beb6-mopTasa, a Takxe
OCYILIeCTBJISATD JI06bIe AeHCTBUSA, KOTOPble MOTYT IPUBECTH K 0TKa3y B 06C/IyKMBaHUM Be6-opTana u/uiu
MOBJIEYb CO0U B er0 PYHKIIMOHUPOBAHHUU.

[Tosib30BaTeJ 110 3anpelaeTcs epejaBaTh IpaBo Ha UcnoJb3oBaHue [10 TpeTbUM MIAM, a TaKXKe YCTYNaTh
CBOM IpaBa Mo JIMIeH3MOHHOMY corJjaiieHuio. Jlrobble fedcTBUSA, COBeplIeHHbIe 10/, YYeTHOW 3alUChbI0
[lonb3oBaTens Ha Be6-nopTae, cauTaroTCa AeCTBUAMHY, COBeplieHHbIMU [losib30BaTe IEM.

[Tonp30BaTesto 3anpeiaercs caaBaTh [10 B apeHy, IPOKAT UJIK BO BpEMEHHOE N0JIb30BAaHUE.

[Tonb30BaTeE IO 3alpenaeTcd UCIoJIb30BATb 10 [Jid OCylIeCTBJIEHHA JIDOBIX MMPOTHUBONPABHBIX AEﬁCTBHﬁ.

Orpal-mquHaﬂ rapaHTHUA U OTKa3 OT NpeJoCTaBJIEHUS rapaHTnﬁ

[IpaBooGiaiaTesib rapaHTUPyeT pa6oTy 10 B COOTBETCTBUU C ONMHCAHUEM, U3JI0)KEHHBIM B PyKoBO/CTBE
[Tonib30BaTes1.

[Tosib30BaTeJ b COrJIalllaeTCs ¢ TeM, UYTO HHKakoe [10 He cBOGOAHO OT OIIMGOK.

[IpaBooGsaaTens mnpexpoctaBseT I[lonb3oBaTenmto [0 «kak ecTb». [IpaBooGsajilaTesnb He JlaeT
[losib30BaTe/I0 HUKAKUX FApaHTHH B OTHOILIEHUH 6e30LIMO604YHON U Gecriepe6oiiHoM pa6oTsl [10, a Takxke
cooTBeTcTBUA [10 KOHKpPETHBIM Lie/IAM U 0>kUaHuAM [losib3oBaTend. Mck/aroueHre COCTaBAAT rapaHTHH,
CTelleHb KOTOPBIX He MOXET ObITb UCKJ/IOUYeHa WM OrpaHHYeHa B COOTBETCTBUU C IPUMEHUMBIM IIPaBOM,
JloroBopoM™, JINI|eH3NOHHBIM COrJIallleHHeM, a Takke YCI0BUsAMU CorsalieHus: 06 ypoBHe 06 CIy»KUBaHUS.

OTBEeTCTBEHHOCTh

3a HeuclmoJHeHHWE W/WIM HeHajJjeXalllee WCIOJHeHWe YCJ0BUH JIMIIeH3HWOHHOrO COTJIAllleHUsI
[Tosb30BaTeib HECET OTBETCTBEHHOCTb B COOTBETCTBUHU C YCJAOBUAMHU JIMIEH3MOHHOTO COTJIAIEeHHUS U
HOpPMaMH JIeHCTBYIOIIEro MIPUMEHHUMOI0 3aKOHOIaTe/IbCTBA.

B MakcuMa/lbHOM cTeleHH, oNyckaeMOl MPUMeHUMBIM 3aKOHOAaTe1bCTBOM, [IpaBoo61asaTes b He HeceT
OTBETCTBEHHOCTH 3a KaKHe-JM60 YObITKU U/W/M yliep6 (B TOM 4Mce YOBITKU B CBSI3U C HEJONOJIYYEHHON
KOMMepYeCcKOH TNpUOBbLIbIO, MpepblBaHUEM JeATeJbHOCTH, YTpaTol HHPOpMaUMU UJIM HHOU
MMYILeCTBEHHBbIH y11ep6), BO3HUKAIOLINE B CBA3U C UCI0JIb30BaHUEM MJIM HEBO3MOXKHOCTBIO HCI0JIb30BaHUsA
[10, paxke ecau IlpaBoo6iafaTenb 66T yBeJOMIEH O BO3MOXKHOM BO3SHUKHOBEHUH TaKUX YOBITKOB H/WUJIH
ylepb6a. B 1060M ciydae oTBeTcTBeHHOCTH [IpaBoo6/1agaTesis o 1l060My U3 M0J10xKeHUH JIMLeH3NOHHOT 0
corJiallleHUs orpaHU4YMBaeTCs CyMMOH, GakTH4YecKH yniadeHHoH [losib30BaTesieM 3a IpaBo UCIOIb30BAHUA
[10.
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3a HapylleHUe NpaB Ha UHTeJJIEKTYa/IbHYI COOCTBEHHOCTh [IpaBoo6/ajjaTesib BIpaBe NPUMEHUTb MephI
rpakJaHCKO-NIPABOBOM, aAMHUHUCTPATUBHOM WJM YTOJIOBHOM OTBETCTBEHHOCTU K I[losib30BaTesi0 B
COOTBETCTBUU C 3aKOHOJIaTeJbCTBOM, a [losib30BaTesib 06s13aH BHIMJIATUTB HITpad B pazmepe 1 000 000
(Opgun wMusvoH) py6Jsert 00 kKom 3a Kaxabld ¢akT HapylieHus mpaB [IpaBoobGJiasaTens Ha
HMHTeJJIEKTYa/IbHYI0 CO6CTBEHHOCTH Ha [10.

B ciyvae HapyiueHus [losib3oBaTesieM yCa0BUH JIMIEH3UOHHOTO COTJIallleHUs] BO3MOXHOCTb UCI0JIb30BaHUs
[lonb3oBaTesnieM [10 MoXeT ObITh NpeKpalleHa W/uau orpaHuyeHa JIMIEH3WAapoM B OJHOCTOPOHHEM
nopsi/ike 6e3 MMCbMEHHOT0 yBeloMJIeHUs 06 3TOM [losib30BaTeJIS.

OTKpbITOE (CBOGOAHOE) MPOrpaMMHOE 0GeclieYeHue.

JanHoe II0 cozepXUT HJIKM MOXET COJep:KaTb MPOrpaMMbl, KOTOpble JIMLEH3UpYTca (W/au
cy6iiueH3upyoTcsa) [losb30BaTes 0 B COOTBETCTBHU C 0OIeAOCTynHON Jsunensued General Public
License (GNU) uiu MHBIMH aHAJIOTHYHBIMU JIMIEeH3UAMHU Ha oTKpbIToe 10 - Open Source License (OSL),
KOTOpble IIOMMMO @pPOYMX T[paB paspewaroT [losb30BaTeNl0 KONUPOBATh, MOAUQPUIHMPOBATS,
nepepacnpezesaThb onpe/ie/leHHble IPOrpaMMbl MJIM UX YaCTH U [I0JIy4aThb AOCTYT K ucxogHoMy Koy (“I10 ¢
OTKPBITBIM UCXOHBIM KoZiloM”). Ecii Takast JIuleH31s IpeJlycMaTpUBaeT NpeoCcTaBIeHe UCX0JHOTO Ko/ia
[Tosib30BaTe 1M, KOTOPBIM IpeAocTaBJsieTcs [10 B GopMaTe HCIOIHAEMOr0 ABOMYHOTO KO/1a, HCXOJHBIN KOJ,
JleJlJaeTCsl JOCTYIHBIM IIPpU OCYLIeCTBJEHMM 3ampoca Ha agfpec intelligence@fé.ru. Ecin kakas-in60
sninensus Ha [10 ¢ OTKpBITBIM UCXOZHBIM KOJ0M TpebyeT, yToOb! [IpaBoo6asaTe b IpeioCcTaB s/l IpaBa Ha
HCII0JIb30BaHUe, KOMUpOBaHUe Wau Mogudukauuio [10 ¢ OTKPBITBIM HUCXOAHBIM KOJOM, BBIXOJSIINE 3a
paMKH IpaB, NpefocTaBsieMblx JIMIIEH3NOHHBIM COTJIallleHHeM, TaKHe NpaBa UMEeKT NPeHMyLleCTBEHHYO
CHUJ1y Ha/[] IpaBaMU U OrpaHUY€HHUAMY, OTOBOPEHHbIMU B I[I/ILIEHSI/IOHHOM CorJialleHHUHU.

l'lpaBa Ha UHTEJUVIEKTYAJ/IbHYIO COGCTBEHHOCTDb

[Tosib3oBaTes b corJaiaeTtcs ¢ TeM, 4yTo [10, JokymeHnTanus, uutepdeiic I10, ero rpaduyeckuii AU3aiiH U Bce
JIpyrrie 06'beKThI aBTOPCKOTO MPABa, TOBApHbIe 3HAKHY, a TAKXKe Jipyras HHPOpPMaIUs, KOTOpasi COAEPKUTCS
B [I0 (Ha Be6G-moprasne, PykoBoACTBe TmOJIb30BaTeNs1), SIBJSIOTCA OOBEKTAMU HHTEJJIEKTYaJIbHON
cobctBeHHOCTH [IpaBoo6aasaTens. JJanHoe JIuieH3MOHHOe corJialieHue He JlaeT [losib30oBaTe 0 HUKaKUX
MpaB Ha UCNOJIb30BaHUE 00'bEKTOB HHTEJVIEKTYaJIbHOU CO6CTBEHHOCTH, BKJII0YAst TOBApHble 3HAKU U 3HAKHU
o6cayxuBanus [IpaBoo6asaTes, 3a HCKIIOYEeHHeM NepeflaHHbIX [IpaBoob6iasaTeseM [losib3oBaTesio NpaB
Ha ocHoBaHuHU JloroBopa (npu Hauyuu nocienHero). [losb3oBaTesto 3anpellaeTcs yAaAsITh UM U3MEHATh
yBeZIOMJIEHUS 06 aBTOPCKUX MPaBax U pyrye NponpueTapHble YBeJOMJIEHHUS.

3a HapylleHHe NpPaB Ha MHTEJJIEKTYyaJbHYI0 COGCTBEHHOCThb Ha [10 WM OoT/e/ibHBIE €ro COoCTaBJISAIOLIME
yactu [losib30BaTesb 06513aH 1o TpeboBaHuio [IpaBoob6aZaTesss BeIIATUTD Tpad B pasmepe 1 000 000
(OpauH MuanoH) py6Jieit 00 KOTI. 32 KOK/IbIH GaKT HapyIlIeHHUS.

KoHpuaeHMaibHOCTD

[lonb30BaTes b 06513yeTcs 06ecneduTb KOHPUEeHIIMAJIbHOCTh KOHTEHTA U UHON cojep:kalleiics Ha Be6-
nopTasie UHGOPMALIMU B COOTBETCTBUU C IpaBUJIaMU NpoTokoJia cBeTodopa (ganee - «TLP»), onucaHHbIMU
B nm. 10.2. JIMIleH3MOHHOrO CcOrJIallleH!s, a TaKXXe Y4YeTHbIX JaHHbIX (JIOTMHAa W MapoJis) akkKayHTa
[Tonb3oBaTess1 Ha Be6-nopTasie (fanee - «KoHpuaeHnuaabHasa MHGopMaLMsa»), Ha TPOTSKEHUU ITepUo/ia
ucnosab3oBaHusa [10, HayMHasA c AaTbl ero AKTUBAllMU U B TeYeHHE NATH JEeT C AAaThl MpeKpalleHUs
rcnoJsb3oBaHus [10.

TLP npexcraBisger co60i Habop LBETOBbIX 06O03HAayeHWH, IpeJHa3HAYeHHbIX [/ MapKUPOBKH
KonduaennuanbHoit uHGopMaluu Ha Be6-nopTasie ¢ 1ebio onpe/ieieHUs ypoBHeH KOHOU/IeHIIMaTbHOCTH
uHdopmMalMu U omnpejiesieHUs Kpyra JiML, KOTOPbIM MOXeT ObITb MpeJOCTaBJeH JAOCTYN K
KondunenuunanbHoit uHGopmauuu (gasee — «I[IpaBusa TLP»):

IIBeTOBBIE JonycTumsle cJiydau UcnoJib3oBaHus | [lepeyeHb JIuL, KOTOPBIM [JOMYCTUMO
o6o3HaueHus TLP | unpopmanuu packpbITUe UHPOPMALHMHU
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PacnpocTrpaHeHue uHdopManuu
JIOJDKHO CTPOTO  KOHTPOJIMPOBAThHCS
CTOpPOHAaMHM, TOCKOJIbKY  HEBepHOe
HCIO0JIb30BaHHE HHpOpMaLUM U ee
pa3rjiallleHre MOXEeT HNPUBECTH K
BO3/IEHCTBUI0 HA YaCTHYH KU3Hb,

Hudopmanus MOXKeT ObITh
HCIO0JIb30BaHa HCKJIIOYUTEIbHO
[Tonb3oBaTesieM Be6-nopTaJa.
[lonp30BaTesb He BIpaBe NepejaBaThb
HHOpPMAIUI0  KaKUM-JU60  TpPeTbUM
JIUIAM, BKJIIOYAs JIIOOBIX COTPYAHUKOB

TLP «Red» penyTanuio WIH JesITeJIbHOCTh | KOMIIAHUHU-PaboTOoAaTE s
(MapxupoBKa CTOPOHBI. [lonb30BaTesA, UM OPUANYECKOTO JIUIIA,
KpacHOTro 11BeTa) OT uMeHH KoToporo [losb30BaTesb
OpUHSAA ~ ycaoBusi  JIMIEH3UOHHOTO

COTJIallleHHUS.

PacrpocTpaHeHue undopmanuu | Mudopmanus MOKET OBbITh
JIOTyCTUMO, KOT'/Ia 9TO HEOOX0JUMO JIJis1 | Ucmojib3oBaHa I[losk3oBaTesieM  Be6-
OCyIIleCTBJIEHHUS JIeITeIbHOCTH | TopTasia u/uan paGoTHHUKAMU
CTOPOHBI NPU YCJOBUH, €CIM OHA He | IPUJUYECKOro Juna - paboTojaresis

pacmpocTpaHsieTcsi  3a  Ipe/ieJiaMH
JIOTYCTUMBIX opraHu3sanui.

[lonb3oBaTenss, H/WIM  pabOTHUKAMU
I0PUANYECKOTO JIMLA, OT UMEHH KOTOPOI0

TLP «Amber» Hecob6utoeHne koHpuaeHuanbHocTH | [losb3oBaTe b MPUHSI yCJIOBUS
(MapkupoBKa uHbopMaMu  HeceT PUCKU s | JIMIEH3UOHHOTO COTJIAIleHUs, U/WUIu
OpPaHXKeBOTO pemnyTanuMd  WJIM ~ 3KOHOMHYECKOH | adduinpoBaHHBIMU KOMIAaHUSIMHU
1|BeTa) JlesITeIbHOCTH CTOPOHBI. yKa3aHHbBIX IOPUANYECKUX JIULI, U/ UJIU
KOHCYJIbTAaHTaAMHU /TIOAPSATINKAMH,
BBITOJIHSIOLAMHU
pab6oThl/0Ka3bIBAKOIUMHU YCJYTH,
HallpaBJIeHHbIE Ha obecnieyeHue
KOHUAEHIIMAIBbHOCTU UHOPMAIUH,
npu yCJIOBUU 060CHOBaHHOH
HEOOX0/JMMOCTH JIOCTYIA YKA3aHHbIX JIUI]
K uHopMaIuu.
PacnpocTpaHeHue uHdopmanuu | UHGopManuss MoXKeT ObITb pPaCKPBITa
JIONYCTHMO, KOrZia 3Ta HWHQoOpMalus | JUIAM, yKa3aHHbIM B Karteropuu TLP
noJjie3Ha U Heob6Xo/jMMa MU | «KAmber», a  Takke  NAapTHEPCKUM
OCBE/IOMJIEHHOCTH 00Jiee IIHPOKOIrO | OPraHU3alUsM B CBOEM CEKTOpe WJIU
TLP «Green» Kpyra JHML - 4JIEHOB coobuiecTB U | coobuiecTBe. [Ipyu 3TOM He AloTycKaeTcs
(MapKUpOBKa opraHMsanMi B  paMKax  cdepsl | 0OMeH nHdopmanuen no

3€eJIeHOTO 11BeTa)

AeATEeJIbHOCTU B CTOPOHBI.

06LIe/JOCTYIIHBIM KaHasaM cBs3u. [lpu
3TOM He [JI0IlyCKaeTcs pacnpocTpaHeHHe
uHoopmanuu B CMH,  OTKpPBITHIX
WHTepHeT-UCTOYHHUKAX, W VHBIX
HMCTOYHUKAX, JOCTYIHBIX
HeoTpaHUYEeHHOMY KpYyTy JIUL,

TLP «White»
(MapkupoBKa
6eJioro 1BeTa)

Pacnpoctpanenue MHPOpMaL U
HEOTrPAaHUYEHHOMY Kpyry JIUL, HecCeT
MUHHMMaJIbHBIA PUCK JJI1 CTOPOHBI B
clydae HeIlpaBUJIbHOTO ee
HCI0JIb30BaHUA.

MHpopmanya MoXKeT pacnpoCTpPaHATbCA
6e3  orpaHMYeHMW  TNpU  YCJIOBUHU
CO6JII0/leHUs] TPeOOBAaHUN TPUMEHUMOT0
3aKOHO/aTebCTBA B OTHOIIEHUH
WCII0JIb30BaHUSI OOBEKTOB aBTOPCKOIO
mpaBa, a TaKXe HHbIX OOGBEKTOB
UHTe/JIEKTYaJbHOH COOGCTBEHHOCTU C
y4eTOM OrpaHUYeHUH, yCTaHOBJIEHHBIX
CorJianieHHEM.
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[lonp3oBaTesb 06513yeTcs He pa3riamaTh KoHduaeHnuanbHyo nHGOpMaIUio TPeThHUM JIMI[AM B HapylleHHe
ycJaoBUM JIMIEH3UOHHOTO COTJIAlleHUs 0e3 TMOoJIy4eHHUsl MpeJBapUTEJbHOTO NHCbMEHHOTO COTJIACHs
[IpaBooGaaTens.

[lon pasrnamenneM KondugeHunanbHO wuHopManuu B paMKax JIMIEH3WOHHOrO COTJIALIEHHS
NOHUMAaeTCsl JiecTBUe WM Oe3zieiicTBue [losib30BaTesisl, B pe3yJibTaTe KoToporo KoHdujeHIHaibHas
uHdopMalMsi CTAaHOBUTCS W3BECTHOW TPETbUM JIMI[AM B OTCYTCTBHUE COIJIaCMsl Ha 3TO BJIaJleJblia
KondunenumnasbHonr  uHbopmauuu  (I[IpaBooGaagartens). Ilpy  asTtom  dopma  pasrjailieHus
KonduaennuanbHoM HHGOpPMALMU TPETHUM JiMLaM (YCTHas, MUCbMEHHas], C UCII0/Ib30BaHUEM TEXHUYECKHUX
CPEJCTB U /Ip.) He UMEEeT 3HAUYEeHHUS.

He siBsisieTcs1 HapylleHUeM KOHPUEHI[MAJIbHOCTU NpeocTaBieHrue KoHpuaeHMaibHOU HHOPMAIUH 110
3aKOHHOMY TPeGOBAHHUIO NMPABOOXPAHUTENBHBIX U UHBIX YIIOJHOMOYEHHBIX I'OCY/IapCTBEHHBIX OPTAaHOB U
JIOJDKHOCTHBIX JIUIL B CJIy4asiX U B OPsiZiKe, IPEYCMOTPEHHbIX IPUMEHHUMbIM 3aKOHO/IaTE/IbCTBOM, a TAKXKe
npejiocTaBjieHde WHQOpPMAlLMU aKIMOHepaM/y4acTHUKaM (B cJy4ae, ecjJd MpeJoCTaBJeHHe TaKoH
nHopMalLMU He 3ampelieHo B cooTBeTcTBUH C [IpaBunamu TLP ass gaHHOUW KaTeropuu MHGOpManUU U
[Tos1b30BaTe b SABJSETCS YIIOJHOMOUYEHHBIM MTPE/ICTaBUTEIEM OpraHU3aIuH).

B ciiydae packpbITHs KOHOUAeHIMATBbHON HHGOPMAIMK yKa3aHHBIM OpraHaM u/ujid unau, [losb3oBarteib,
packpbiBuiMii KoHduaeHManbHy0 HHPOpManuo, NUCbMEHHO yBefgomJseT [IpaBooGsazaTens o dakre
peioCTaBIeHHs TaKoW MHPOPMAIUY, ee COJlepKaHUU U OpraHe W/WUJU JIUIY, KOTOPOMY IIpeoCTaBjeHa
KondupenuuanbHass wuHdopMalnus, He TIO03JHee [JBYX paboyux [JHEH C MOMEHTa pPACKPbITHS
KoHnduaenuuasbHol nHpopManum.

[Tonb30BaTeNb 06513yeTCs IPUHUMATD BCe pa3yMHbIe MephlI 151 3auuThl KoHbuieHnaapHOH HHPopManuu
OT HECAHKL[OHUPOBAHHOTO 0CTyIa K HEH TPEeThUX JIUII, B TOM YHCJIE:

obecneduTb coxpaHHOCTh KoHduaeHnmaapHoi HHPOpMaLKM OT HEMPaBOMEPHOI'0 JOCTYIA K HUM TPeTbUX
JIAL;

orpaHu4MBaTh JocTyn K KoHdueHManbHoH HHGOpMaLKY, B TOM YUCIIe JIJIs COTPYIHUKOB, HE UMEIOIHX
c1y’ke6HON He06X0/IMMOCTH B 03HAKOMJIEHUH C JJAHHOW UHPOpPMaIuen.

[Tosib30BaTeb 06513aH HE3aMeIJINTENbHO COOOIIUTD [IpaBo06/IajaTesi0 0 AONYyIeHHbIX UM JIM60 CTaBIIUX
€My H3BEeCTHbIMH ¢aKTax pasIJalleHWsl WK yrpo3bl pasrjalleHus, He3aKOHHOM IOJIYYEHUU HIIU
He3aKOHHOM HCNoJib30BaHUH KoHduieHnanbHOH HHPOpMaLuK TPETbUMHU JUIAMHU.

[lonp3oBaTesb He BIOpaBe B OJHOCTOPOHHEM MOpsJKe TMpekpamarb oxpaHy KoHujeHIHanbHOH
nHdopMaLUy, MPeAyCMOTPeHHOH JINIIeH3UOHHBIM COTJIallleHUEM.

3aKJ/IIYUTEe/IbHbIE MOJI0KEeHU S

[IpaBoo6.JiajiaTesb BIIpaBe B J1l060e BpeMs B OZJHOCTOPOHHEM IMOPsi/IKe U3MEHATD YCA0BUs JIMIEH3UOHHOTO
corJjialleHus 6e3 CreluaJbHOro yBesioMueHus 06 aTom [losb3oBaTesisi. Takue U3MeHEHUs BCTYNAKT B CUITY
C MOMEeHTa pa3MellleHusI HOBOU Bepcuu JIMIleH3MOHHOT 0 corvialieHus Ha Be6-nopTaJie. B ciyyae Hecoryacus
[Tosib30BaTe s C BHECEHHBIMH B TEKCT JIMIIEH3MOHHOTO COTJIALIEHUSI U3MEHEHUsIMH OH 06513aH 0TKa3aThCs
OT JocTyma K Be6-moprany, mnpekpaTuTb wHcrnoJsib3oBanue [10 ¢ 00s3aTe/bHBIM €JUHOBPEMEHHBIM
yBeJloMJIeHHeM 06 3ToM [IpaBoo6iajaTeis.

TekcT JIMIEH3MOHHOTO corJialieHuss goctyneH [losib3oBaTeso Jjis1 03HAKOMJIEHUs] Ha 3Tale NepBUYHOU
aBTOpHU3allMU Ha Be6-nopTaJie, a TaKKe pacroJioXeH 1o ajpecy: https: //ti.f6.security /hc/eula.

f[I/ILleHSI/IOHHOG CorJiallieHHe peryjiunpyeTcd B COOTBETCTBUU C 3aKOHOJAaTE/IbCTBOM Poccuiickoi Cbeaepaunn.

KonrakTtHasa nuHdopmanus [IpaBooGiagarens
AO «bynymee»

OI'PH 1247700295721

WMHH 9709109340

KIII1 772301001

KOpuauyeckuit ajpec:


https://ti.f6.security/hc/eula
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